Deploying Downstream Security Fabric:

Downstream FortiGate units can be securely added to the Security Fabric without sharing the
password of the root FortiGate. Downstream unit serial numbers can be authorized from the
root FortiGate, or allowed to join by request.

Security Fabric Configuration:
Go to Security Fabric > Fabric Connectors and double-click the Security Fabric Setup card.
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For Status, select Enabled. Set the Security Fabric role to Join Existing Fabric. Enter the IP
address of the root FortiGate in the Upstream FortiGate IP field in this case 192.168.100.200.
Select OK.
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It will show below warning just click confirm.

Confirm

Joining an upstream device will cause this device's automation
" configuration to be discarded. Do you wish to continue?

Root FortiGate Authorization:
Connect to the root FortiGate and go to Security Fabric -> Fabric Connectors. The new FortiGate

appears in the topology tree as unauthorized. Select the unauthorized unit & select Authorize.
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It will open a wizard just click Authorize to complete.

Device Registration
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Device Registration
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FortiAnalyzer Authorization:
Login to FortiAnalyzer in the root ADOM, go to Device Manager and click Unregistered Devices
in the quick status bar. The content pane displays the unregistered devices.
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© FortiAnalyzer VM requires minimum 8GB Memory and 4x vCPU.
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Select the unregistered device or devices, then click Authorize.
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Select the ADOM in the Add the following device(s) to ADOM list. Click OK to register the device
or devices. The device or devices are added and FortiAnalyzer can start receiving logs from the
device or devices.

Authorize Device

Add the following device(s) to ADOM: FG-7-0-9 (FortiGate 7.2) x v
Device Name Assign New Device Name
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The device is successfully authorized click Closed.
Authorize Device

() Device Authorization L ook Jv—

%

Double click or select Edit type the Admin User and Password in this case admin/123

Admin User admin
Password ssssssss
Verification:

Finally, FortiAnalyzer Logging and Security Fabric Setup has been completed. Make sure
FortiAnalyzer Logging is green up arrow.
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